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It is impossible to predict the future, and all 
attempts to do so in any detail appear ludicrous 
within a few years. 

Arthur C. Clark (1962)

Introduction

T
his article considers seven dynamics that will 
have a significant impact upon Canada and its 
military’s role in the world. These develop-
ments – declining American power, cyber war-
fare, fiscal sustainability, organized crime, envi-

ronmental degradation, a potential global pandemic, and ris-
ing energy consumption – are significant challenges on their 
own. In combination, they will shape the geopolitical con-
texts in which the Canadian Forces (CF) and its allies oper-
ate, and, therefore, generate a new and highly complex set of 
realities upon which to base suitable strategic policy and 
posture. In any case, these issues can, both singularly and in 
virtually any combination, induce strategic surprise – 
demanding a flexible and robust military guided by transfor-
mational leaders. Acknowledging that humans, including 
defence planners, are seldom proficient at predicting the 

future, we might also accept a potential lack of preparation 
for the anticipated strategic surprise arriving on the heels of 
what I have coined the ‘sinister seven.’ However, CF leaders 
could direct, manage, and wield the CF in a manner that 
makes it agile and organic (applicable across the spectrum of 
warfare) enough to enable relevancy across a broad spectrum 
of scenarios, so that strategic surprises do not significantly 
undermine the government, society, and Canadian values that 
the CF are tasked to protect and uphold.

In 1999, the Department of National Defence (DND) 
released Defence 2020. In it, the authors fortuitously note that 
no one can accurately forecast what the world will look like 
20 years out, yet it is vital to always consider key trends and 
patterns. Further, they are advocates for strategic planning 
based upon a matrix of future scenarios in order to establish a 
reliable and viable roadmap.1 More recently, General Martin 
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E. Dempsey, the current Chief of Staff of the U.S. Army, dis-
cusses preparing for moments of change. He writes how mili-
tary planners “… should expect to be surprised more fre-
quently and with greater impact in the future.”2 With that in 
mind, the following developments – the ‘sinister seven,’ are 
expected to have some considerable influence on future plan-
ning and subsequent posturing, and they merit examination 
and consideration.

The Decline of the United States

Talk of a declining America permeates the media and 
scholarship today, as consensus grows over the realiza-

tion that the world is potentially, maybe even likely, on the 
cusp of a geo-strategic reorganization. Citing various ‘driv-
ers,’ pundits cast Canada’s immediate southern neighbour in 
the shadow of decline. Power, according to political scientist 
Timothy Garton Ash, is no longer concentrated in the West. 
“… It is more diffused, both vertically and 
horizontally.”3 Renowned international rela-
tions theorist Dr. Christopher Layne from 
Texas A & M University appears to agree, 
noting how “… the case for U.S. hegemonic 
exceptionalism has grown weak.”4 Given its 
status over the last century and estimated 
rate of decline, the U.S. will remain a world 
power for decades to come, but it will likely 
share the stage with others. What will be the 
impact on Canada in general, and the CF, in 
particular, when the unipolar moment – gen-
erated in the early 1990s with the collapse 
of the Soviet Union – ends? The answer to this question must 
take into account the relative growth of other countries.

Counter-hegemonic states, those that directly challenge 
American dominance on political, economic, and military 
planes, are rising – sometimes in concert.  Consider China 

and Brazil, for example, which have enacted a naval partner-
ship unlike any other. Brazilian navy personnel will train 
their Chinese counterparts in the intricate and lesser known 
art of carrier operations; such unique and potentially far 
reaching collaboration buoys their relationship well beyond a 
strictly economic context. Brazil can expect improved rela-
tions with an Asian giant. For China, cooperation with Brazil 
is only a part of larger naval modernization effort, coupled 

with significant fleet 
growth.5 Meanwhile, amid 
the context of maritime 
influence, India is antici-
pated to have the third or 
fourth largest navy in the 
world in the near term 
(including the world’s 
second-largest number of 
carriers).6 That is to say, it 
will possess a ‘blue water’ 
navy capable of expedi-
tionary operations. But 
the state of the navy and 
the associated limits of 
sea control is certainly 
not the only barometer of 
a nation’s power. India 
benefits from accelerated 
globalization and a vast 
export market to wield 
considerable economic 
power today, with even 
greater expectations for 
the future. This has 

enabled the world’s largest democracy to hike its defence 
spending by 34 percent in 2009-2010, the largest increase 
since 1987-1988.7 Further, spending jumped an additional 
8.6 percent for the 2010-2011 period, permitting consider-
able expansion of capabilities.8

The steady rise of new powers, some more surprising 
than others, can be expected to force noticeable change within 
the world system at a potential rate and salience unseen since 

the collapse of the Soviet Union. As new 
markets emerge, millions of persons could 
be absolved of their impoverished condi-
tions and become accustomed to previously 
unimaginable higher standards of living. 
Political and military multi-polarism will 
catch up with the economic multi-polarity 
the world has known for almost two decades. 
This reconfiguration could and should alter 
Canada’s strategic outlook, and, as a result 
impact the nature of the country’s present 
centre of gravity: its strategic partnership 
with the United States. It is little wonder 

Canada is, as Dr. Frank P. Harvey, Professor of Political 
Science and International Relations at Dalhousie University’s 
Centre for Foreign Policy Studies points out, addicted to 
American security.9 There should be little doubt that events 
south of the border matter to a great extent to Canadians, and 
further, that if America ‘tumbles a few rungs down the global 
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“Counter-hegemonic 
states, those that 
directly challenge 

American dominance 
on political, economic, 

and military planes, 
are rising – some-
times in concert.”
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power ladder,’ there is a good chance that Canada will see 
downward movement as well.

Cyber Threats

Will the next interstate conflict begin with a blackout of 
all components related to power projection, including 

banking, communications, and much of our security appara-
tus? There is an increasing likelihood that Canada’s adversar-
ies, and/or belligerents between which the military may be 
required to intervene, will utilize cyber attacks to disable 
power and communication networks to disrupt defence net-
works and the numerous platforms and activities that are reli-
ant upon them. United States President Barack Obama has 
characterized this threat as “… one of the most serious eco-
nomic and national security challenges the United States 
faces as a nation.”10 The same could be said of Canada, due to 
its advanced level of reliance upon activities in the cyber 
realm. Indeed, both Canada and the U.S. have much with 
which to be concerned.

In one of the most significant breaches acknowledged by 
the American government, a foreign power was able to down-
load about 12 terabytes of sensitive military information in 
2007, the Director of the Center for Strategic and International 
Studies (an American ‘think tank’) told 60 Minutes. In yet 
another incident, a foreign power was able to breach the fire-
walls of the network belonging to U.S. Central Command 
(US CENTCOM), and observed traffic for “several days” in 
late-2008.11 Pentagon officials acknowledged that in March 
2011, thousands of documents were pilfered during an intru-
sion of a defence contractor’s system.12 These acknowledged 
compromises, even without the larger effects of a disrupted 
over-arching power grid, offer only a glimpse of a wider issue 
at hand.

The CF’s ability to function as an armed force rests, for 
a large part, upon its computer networks. Most communica-
tion, the transmission of classified intelligence, the execution 
of operations in both domestic 
and foreign theatres, and other 
routine activities, rely upon a 
vast grid underpinned by only a 
few central nodes (and kept func-
tioning by a related power grid). 
This also applies to the govern-
ment at large, which, in 2005, 
(the latest year for which reliable 
figures are available) invested 
approximately $8.5 billion in a 
robust information and communi-
cation technology (ICT) infra-
structure to engage citizens, 
encourage efficiency in line 
departments and agencies, and 
streamline government pro-
cesses.13 As a result, the country 
is at the fore of ‘e-governance.’ 
Unfortunately, Canada’s reliance 
upon ICT networks contributes to 
its vulnerability to cyber 

attacks.14 In February 2011, the Canadian Broadcasting 
Corporation (CBC) reported that federal departments, includ-
ing Defence Research and Development Canada (DRDC), had 
been targeted by foreign hackers using unsophisticated phish-
ing techniques.15 Further attacks of this nature are likely, due 
to the ‘soft underbelly’ that networked systems represent for 
relatively advanced nation-states.

Regarding such future attacks, the potential perpetrators 
are as varied as the targets. Foreign intelligence services, dis-
gruntled or rogue employees who upload bad code or swipe 
valuable data, organized crime syndicates, or even everyday 
hackers, could damage or compromise the integrity of infor-
mation systems in a number of ways. Social ‘hacktivism’ has 
also come to the forefront lately as groups such as Anonymous 
and Wikileaks operate relatively unimpeded within the cyber 
domain.  Moreover, these aforementioned entities are known 
to cooperate with each other. To safeguard its involvement, for 
example, an opposing government could hire the services of 
criminal syndicates to breach a country’s or a company’s net-
works to retrieve sensitive data. Likewise, a ‘cyber-gang’ 
could itself initiate a breach with a view to selling its findings 
to a willing buyer.16

With respect to warfare on the cyber battlefield, the 
major challenge is attribution. How does a target entity 
(nation or company) determine who initiated an attack, espe-
cially with the existence of thousands, if not millions, of 
‘bots’ (virtual slave computers to which cyber attackers have 
access and utilize as proxies to hide their true identities) that 
are employed to conduct them?17 The ability of cyber attack-
ers to enact sophisticated denial and deception techniques 
further complicates the attribution challenge.18 The CF, as a 
guardian of Canadian sovereignty and interests, must continu-
ally focus upon safeguarding proprietary information, espe-
cially that which is related to our vulnerabilities and capabil-
ity gaps. This could require a significant investment, some-
thing that may become increasingly fiscally, intellectually, 
and practically difficult in the future.

R
e

u
te

rs
 R

T
R

2
P

R
6

Z
 b

y
 Y

io
rg

o
s

 K
a

ra
h

a
li

s



18 Canadian Military Journal • Vol. 11, No. 4, Autumn 2011

Fiscal Sustainability

There are blatant signs that the global economy has not yet 
fully recovered from the so-called great recession of 

2008. Despite recovery rhetoric in Canada and elsewhere, an 
economic future shaped by an aging population, mounting 
debt, and uncertainty in global capital markets appears to be 
looming over the horizon. As a result, the fiscal arena in which 
strategic planners will find themselves will be increasingly 
characterized by restraint (self-imposed) and constraint 
(imposed by a higher order). The training and educational 
system, capital acquisition projects, and sustainment programs 
will be forced to absorb reduced costs. Paying for the armed 
forces that Americans and Canadians have become accus-
tomed to will become increasingly difficult. This is to say 
nothing of their fundamental and expected ability to execute 
overseas contingency operations, or even to 
assist civil powers at home. Both endeavours 
carry enormous costs that the armed forces 
of both nations, and their directing demo-
cratic governments, might not be able to 
shoulder in 10-20 years.

Consider the ongoing American predica-
ment. Rudolf Penner, the White House Chief 
of Staff during the Clinton Administration 
and the President of the Center for American Progress, 
‘sounded alarm bells’ in Washington, D.C., recently. He 
opined that America is on “… an unsustainable path on the 
national security front. We’re spending about - in real dollar 
terms - 50 percent more than at the peak of the Reagan build-
up on defense.”19 And, according to Cindy Williams, a 
Principal Research Scientist of the Security Studies Program 
at the Massachusetts Institute of Technology, budgeted costs 
rarely reflect a military’s true costs. “Covering all the likely 
costs would require another $700 billion over the five-year 
period (2008-2012). Yet admitting today to the full costs of the 
present path would force the nation into a conversation the 
administration wishes to avoid.”20 
Given the very real controversy 
and the emotional debates under-
way in the U.S. as this article is 
being written, it is a conversation 
that needs to take place, espe-
cially as social security spending 
is set to rise, both in the U.S. and 
in Canada.

A 2010 report on Canadian 
debt identified unfunded pension 
liabilities as representing approxi-
mately 12 percent of the nation’s 
GDP. CF pensions are one of the 
‘big three,’ along with the Royal 
Canadian Mounted Police 
(RCMP), and the entire federal 
public service representing collec-
tively “… the largest component 
of non-market debt.”21 This does 
not take into account the costs of 
long-term health care, which, in 

general, will rise along with Canada’s and the United States’ 
aging populations. One source estimates that U.S. social secu-
rity spending could push the deficit to 80-100 percent of the 
Gross Domestic Product (GDP) by 2050, with Canada [sup-
posedly – Ed.] expected to reach a 100 percent deficit of GDP 
by the same date.22 Given their demographic patterns, such as 
declining birth rates and an aging population, entitlement 
spending will pose a major challenge to Western nations in 
general and to Canada and the United States specifically. This 
challenge could be amplified by further economic shocks.

Risk is diffused within the global financial system, ensur-
ing that many the economies of many nations have been 
forced to accommodate some level of fragility. It is a near 
certainty that companies or countries will default on large debt 
repayments in the near future. The impact of their inability to 

repay such debts, much like many American 
homeowners in 2007 and 2008, will rever-
berate through the tightly interconnected 
system that is the global economy. Most 
recently, the end of the ‘housing bubble’ and 
other fiscal practices in the U.S. led to the 
collapse of banks in Iceland, and revelations 
of structural deficiencies in the Greek, 
Italian, Irish, and Spanish economies, among 
others. Experts are already ‘sounding alarm 

bells’ over a likely and troubling commercial real estate ‘bub-
ble’ and consumer debt load at a time when global trade gov-
ernance is shifting precipitously.23

Ultimately, mounting debt, in tandem with entitlement 
costs, has the potential to cripple the fiscal solvency and 
related government agility of the United States and Canada. 
But the global economy can be undermined in many ways, 
with both nation states and the private sector not being the 
only players in the market. Organized crime has increasingly 
been able to globalize its endeavours and establish itself in a 
variety of environs, fostering fear and instability.
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“There are blatant 
signs that the global 
economy has not yet 
fully recovered from 
the so-called great 
recession of 2008.”
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Transnational  
Organized Crime 

From Miami and Vladivostok, 
to Accra and Yokohama, 

organized crime is firmly rooted 
in societies all over the world, 
including that of Canada. The 
vast and varied networks within 
which these entities operate 
have tentacles that stretch 
upwards, and also corrupt gov-
ernment officials. These net-
works also facilitate the move-
ment of people and illicit 
goods, such as narcotics, small 
arms, and improvised explosive 
device (IED) components. 
Organized crime is very much 
the ‘grease’ in the machine of 
terrorist organizations or insur-
gent groups, such as the 
Taliban. Furthermore, criminal 
syndicates likely represent the greatest threat to post-con-
flict reconstruction and stability. Such environs are fertile 
ground for illicit enterprises to spring up and thrive amid 
the chaos and vacuums of legitimate power. Russia, the 
Balkans, and even Iraq and Afghanistan all attest to this 
process. In turn, criminal syndicates metastasize, much like 
a cancer upon society, to produce stagnant economies and 
political instability.

What Brock Dahl, an American scholar, who, working 
for the U.S. Treasury Department, helped formulate and 
implement U.S. policy relations to fiscal and macroeconomic 
environments in Iraq and Afghanistan,  calls the ‘quiet 
enemy,’ has grown in power over recent decades, but espe-
cially since the collapse of the Soviet Union.24 The trafficking 
of illicit narcotics alone is thought to generate approximately 
$400-500 billion of economic activity annually, according to 
the United Nations. The smuggling of other goods and people 
garners another $100 billion each year.25 Estimating the size 
of underground markets is a practice imbued with uncertainty. 
Yet, they are leading ‘sectors’ of the global economy (as 
much as 15 percent, according to the United States Attorney 
General’s Office).26 Trends further indicate that black markets 
are growing ever larger.

Down the road, organized crime is expected to wield 
even more power in the global system and to exert greater 
influence over events. The reach of criminal groups is 
expanding in tandem with illicit business interests, cement-
ing their presence in North America. Elements of Mexican 
cartels, for example, have reportedly established themselves 
in British Columbia, a province already playing host to 
many other criminal groups. Any competition has the poten-
tial to incite violence. In other countries, similar develop-
ments could contribute to doubts with respect to governmen-
tal legitimacy.  Organized criminal networks have become 
major players, and their influence must be both considered 
and stemmed. 

Environmental Degradation and Resource Scarcity

While hotly debated, the issue of climate change is having 
very real effects in countries around the world. It con-

tributes to and exacerbates the environmental changes brought 
about by human activity. Desertification, deforestation, acidi-
fication, and other environmental changes have a significant 
impact upon agricultural output, national and regional econo-
mies, and, ultimately, human security. There is an increasing 
demand for finite resources as the global population grows. By 
2025, estimates suggest there will be eight billion people 
inhabiting the earth, with 90 percent of the anticipated growth 
expected to take place in the developing world where the food 
and water supplies of certain countries is unreliable.27 In 2007, 
scientific experts in Great Britain identified 46 countries, col-
lectively home to 2.7 billion people, where a scarcity of water 
is highly likely to agitate violent conflict in the near future.28 
Furthermore, nations with inadequate access to fresh water 
often make up for this deficit by importing grain, which is 
considered virtual water because of the water used to produce 
it and contained within it.29 Unfortunately, in recent years, the 
world’s grain supply has been characterized as uncertain. 
Increased heat and drought resulted in decreased grain produc-
tion in at least five of the major grain exporting nations 
between 2002 and 2004.30

The scarcity of water and other essential resources has the 
potential to upset conventional norms and to induce instability 
in many parts of the world. Conflicts that become widespread 
due to resource scarcity are likely to demand military inter-
vention if they are to be resolved. Given the Canadian govern-
ment’s commitment to United Nations operations and other 
coalition arrangements, the CF can be expected to come face-
to-face with the issue of environmental degradation in diverse 
theatres, and, over time, also closer to home. Such engage-
ments will pose complex sustainment issues and demand 
tightly configured coordination mechanisms with humanitar-
ian aid providers, among others. Planners should be primed to 
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consider the impact of environmental degradation and resource 
scarcity as they weigh increasingly diverse effects in future 
operating environments. 

Energy Crisis

The ‘rising Asian giant’s are competing with each other and 
with the rest of the world, including Canada, for a finite 

pool of energy resources and raw materials to the meet the 
requirements of their production-based economies and domes-
tic growth. Today, China is second only to the U.S. when it 
comes to importing crude oil, and it has worked voraciously to 
diversify its sources.31 In 2006, India consumed only 40 per-
cent of China’s share but has since embarked upon a “growth 
turnpike” that will lead to an accelerated demand for oil.32 The 
global oil market is subject, not only to significant demand 
(approximately 1000 barrels per second),33 but also to tightly 
controlled supply along with the speculation that takes place in 
commodity investment circles. In this environment, Russia – 
which would otherwise have a stagnant economy (along with a 
shrinking population) – is able to flex geostrategic muscle and 
influence politics in Europe and beyond. 

The crisis aspect simmers below the surface and concerns 
the finite supply of oil, along with general military reliance 
upon it for everything they undertake. There was a amount of 
writing devoted to energy crises and peak oil during the mid-
1970s. The difference now is based upon demographics as 
well as the technological advances since that time that have 
allowed experts to more accurately gauge just how much 
global oil resources remain. Oil rich fields, such as those pos-
sessed by Saudi Arabia, will still yield copious barrels of oil 
for some time.34 But newly discovered caches, according to 
renowned economist Peter Tertzakian, “… are increasingly 
smaller in size.” He further writes:

A new oil field containing a few hundred million 
barrels of reserves is big news. At the current rate of 
global consumption, such fields would be drained in 

days if we could turn on the spigot. Moreover, many 
of these new reserves are located in geographically 
and politically inhospitable regions, generally the 

last places on earth to be 
mapped in great detail.35

The Chief Economist of the 
International Energy Agency (the 
body charged with keeping the 
pulse of global supply and demand 
patterns) would likely agree. In 
late 2009, Faith Birol relayed that 
“… the output of conventional oil 
will peak in 2020 if oil demand 
grows on a business-as-usual 
basis.”36 These assertions (and 
many others like them) are cause 
for consideration of the strategic 
impact of the lack of oil as a key 
energy resource. 

Accessibility, based upon the 
infrastructure needed to extract, 
refine, and transport oil, is subject 
to many global forces. It is becom-
ing more difficult to meet increas-

ing demand. Many of the mechanisms (i.e. transportation, 
industrial processes, the generation of electricity, the manufac-
ture of numerous goods, and so on) upon which society relies 
could become redundant or practically impossible. It is a 
potentially fatal burden that militaries will be unable to escape, 
and therefore, they will be forced to operate very differently. It 
is little wonder, then, that the U.S. military has invested sig-
nificant dollars into alternative energy sources such as ‘biofu-
els’ for wheeled fleets.37 The CF has undertaken similar initia-
tives through its educational institutions from which it stands 
to benefit. Ultimately, trans-national cooperation between 
countries in the realm of alternative energy will likely be nec-
essary to overcome the challenges presented by scarce oil.

Global Pandemic

The possibility that a global pandemic will sweep the world 
has grown over the last decades, especially given the 

rapid rate at which goods and people travel. Thus far, the 
world has had to confront viruses that are either highly trans-
missible and/or scarcely pathogenic (i.e., Swine flu) or vice-
versa (i.e., Avian flu), ensuring that death rates have remained 
relatively low. Even the 1918 Spanish influenza pandemic 
killed only three percent of the world’s population. Yet, it was 
enough to significantly impact the regional and global econo-
mies and governments of the day. Recent experiences have 
demonstrated that the world’s pandemic preparedness is 
‘patchy’ at best.38 Neither SARS, which originated in China, 
nor H1N1, which originated in Mexico, were adversarial in 
nature. They occurred naturally. Other scenarios of concern 
involve less benign versions.

The barriers that may have hitherto prevented or slowed 
terrorist acquisition of certain biological weapons are no longer 
as robust or potentially as successful, given the availability of 
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knowledge, expertise, and cheaper technologies. 
Epiphenomenally, the increased probability of the use of either 
genetically modified biological weapons, or genetically targeted 
biological weapons, exists. The first could involve, for example, 
the artificial combination of Avian influenza 
(H5N1) with Swine influenza (H1N1), har-
nessing the lethality of the former and the 
transmissibility of the latter toward a human 
vector, while maintaining the requisite patho-
genicity to create either a new super-virus 
strain or sub-type.39 The second could involve 
rogue scientists leveraging the available 
genetic code of human beings (or another ani-
mal species, livestock, or crops) to identify a specific genetic 
marker that makes a segment of that species unique from the 
rest of the population. They could then, theoretically, produce a 
weapon designed to explicitly target that segment, such as 
males, or bovine stock. For years, scientists have engaged in 
similar biotechnological innovation to create disease-resistance 
wheat. Fortunately, the possibility of either case remains remote 
in the near term, yet, given the strategic environment in which 
actors that desire to employ such weapons operate, the likeli-
hood continues to increase, in concert with more broadly avail-
able technologies. Should either of the previously described 
scenarios occur, a pandemic would likely ensue, the sheer scale 
and implications for which it would be impossible to adequately 
predict and plan.

Whether a pandemic were to be man-made or naturally 
occurring, the implications are serious. There are scarce 
resources, such as anti-virals and vaccines, to treat influenza 
on a massive scale. Public health officials and emergency 
workers will certainly be counted among the sick, regardless 
of what preventative and protective measures are in place. 
Migration patterns will be suddenly and significantly altered. 
Certain resources, such as food and oil, could become impos-
sible to access. Within the next 20 years, medical experts 
expect H5N1 – Avian flu – to mutate in such a way that it will 
be transmissible between humans.40 Should a pandemic occur, 
it will be particularly difficult to isolate, and it may necessitate 
the domestic or international deployment of armed forces.

Conclusion

An appreciation of these trends and others will not result 
in a great measure of certitude about future events, nor is 

it designed to do so. Rather, it could provide 
a breadth of consideration as a mere point of 
departure to allow defence planners to better 
prepare and plan for possible eventualities. 
The true natures, combinations, or future 
salience of the above dynamics – this 
author’s ‘sinister seven,’ reside in relative 
obscurity. There is no guarantee of when and 
if they will manifest to their full individual 

or collective potentials. There are, however, some develop-
ments that can be assessed with greater certainty; transforma-
tion will continue to be a way of life for CF personnel, and 
fostering the requisite leadership will be prima laboris if the 
military is to remain relevant and effective.

By no means are the seven topics considered herein the 
only strategic concerns. Failing and failed states, terrorism, 
the proliferation of both conventional and unconventional 
weapons, as well as other dynamics, will also shape the times 
to come. Furthermore, just as each of these issues bundles a 
unique set of challenges, yet they are inextricably intercon-
nected in space and time, given their borderless nature. They 
are, in essence, a cross section of the sibling spawn of global-
ization. A financial crisis or pandemic may originate in a sin-
gle state or region, but they are rarely confined to them. 
Criminal syndicates smuggle goods and people across regional 
borders, and often continents, with impunity. The environmen-
tal impact of developing nations – especially those with an eye 
to challenging the American hold on world dominance – 
affects the standard of living for each person, and this could 
lead to widespread scarcity. So also could the impending 
energy crisis. Finally, cyber warfare will undoubtedly alter the 
landscape of war and how it is waged.

From the context of uncertainty generated by these 
dynamics emerges the potential for ‘black swan’ (as coined by 
Professor Nassim Taleb of the Polytechnic Institute of New 

York University) events in 
either the sovereign boundar-
ies or areas of interest of 
Canada or further abroad, each 
potentially precipitating CF 
involvement. This possible 
development gives rise to 
inevitable tension, as demon-
strated by the reaction to strat-
egist and international security 
analyst Nathan Freier’s 2008 
paper articulating the potential 
domestic deployment of the 
American military in the event 
of civil disorder beyond the 
control of local, state, and 
national authorities.41 The 
‘sinister seven’ also speak to 
the finite and time-limited 
nature of rule sets. The rule 
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were to be man-made 
or naturally occurring, 

the implications  
are serious.”
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sets that guided us ten years ago will 
be anachronistic in ten years, just as 
those that imposed some order during 
the Cold War are no longer fully rele-
vant today. An awareness of their lim-
ited applicability and the constant 
assessment of major trends and pat-
terns, accompanied by a dose of 
healthy scepticism, will ensure that 
the CF is better poised to stand pre-
pared for any eventuality.

The author wishes to thank 
Lieutenant-Colonel (Ret’d) Steve 
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